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O M HEO (Information Security)
OdE U B A|2HSE 57Ik|X] 22
#3, AIE, 3, &4, HE, 01| S2E2RE =
24, 7184, 7I8M8= HSsi= A
= USC Title 44, Chapter 35, §3542
The term “information security” means protecting information and
information systems from unauthorized access, use, disclosure,

disruption, modification, or destruction in order to provide integrity,
confidentiality, and availability.
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O ii"-‘. -?_-,-7-1 ( assive attack)
O &IM B2 (active attack)
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0 22k2| 3&&] (CIA Triad)
O FEKoH0| |HE o= MI7IX| SHAI = QI HE]
O 7|2 AM: confidentiality
O R &M: integrity
O 71&E4M: availability
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O M : Plaintext Message Space
O C : Ciphertext Message Space
O K : Key Space
O E,: M C, asetof Encryption Transformations
O D,:C M, asetof Decryption Transformations

> Encryption E (m)=c
A

Y
Plaintext m Secret Key K Ciphertext ¢

Decryption Dy(c) =m —|

Y
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 Symmetric Cryptosystem ( Private-Key Cryptosystem )
« Asymmetric Cryptosystem ( Public-Key Cryptosystem )

* Block Cipher

» Stream Cipher

secret key
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O 2=&E4] (Cryptanalysis)
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0 gi=34 4y
O ASE 2A (Ciphertext — only attack)
O ¢ Zl HZE S (Known-plaintext attack)
O MEHEI HE 32 (Chosen-plaintext attack)
O MEHEI 2tSF B2 (Chosen-ciphertext attack)
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O L} =4S et + A= XAl CHAS

O CH2H (countermeasure
O 2B B2IE 95l AL E 5= U= YWHS

O HEHolo| YHoZ MHE £ 93



OXIHE 9 2L
ORI MY, ofl2] X &4, Y=pa| 2o
O UIEXZ FHoll, AILE o

032 28 24
O LiRe| A, HFE siid, f1&(Masquerade)
O HIAIX] A HE (Modification of Message Sequence)
O MHE WX (Modification of Information)
O MH|A 7{8 (Denial of Service), 52! (Repudiation)
O MEL:E (Leakage of Information)
O AME 30|88 HHE (Modification of Identification Label)
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0O 22|™ EX| (administrative controls)
O Haziol EX
O BASHE N, HYsE M, EE, J10[= jel S
0 22|™ £X| (physical controls)
O &z ce= HFE &X| S0il Clst ZA |12 SHIE 2|o|siCt
O 0f) SQ=, &= ZX|, ZA| ZHh2l, HU|H, HES3 24, ..
0 =2|™ £X| (logical controls)
O 7|=&9 EX|, 7}& 2HImoZ MZIGl= M HEHOIo| Ao
O HE A|2HIE A5t EX51H7] fIHM 2=EL012} 3 HI0|E{ = 0|&
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0 &AHA Ex| (environmental controls)
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policies,
procedures,
education,
guidelines,
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mzl ministrative /

Controls

Physical
Controls

guards,
doors,
locks,
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/ Network Security N

[ Firewalls / Filters ]

[ ven/iDs |

/ Host Security \

Intrusion Detection

Virus Protection

LHost—based Firewalll

| Security Patches |

Data Security

KK [ Information ]////
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= ¥2H O (access control)
o ZH2|XIDF ELSIENH SUHAIZ 20 DX 22 22 Al
« I3 2 H & (packet filtering) &4l, = Al(proxy) 24
= 22 (logging) 2t 2t AFE = (auditing)
« 510F T= HEE 20 Uit 21822 &4
= OlZ=(authentication)
« HIAIXI IS, AFE Xt 21F, 220
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O MH|2& 7{8 (DoS, denial of service)
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O SUID Z2#e| ENE 0|2, ...

0 T2Io| FOHS 0|88 3
O CGI/XHIATRIEZ| F|efES 0|88t 34
O ASP, PHP 23 ERIE°| Fe}lE S 0|88t 3H

i 2B EZ2<X(Buffer Overflow) =24

gl LHE2(Heap Overflow) &2

gll0]& ALC|M Y (Race Conditioning) =&

FEWH AEZl(Format String) &4

Z|gl EOIE| LB{EZ&2(Frame Pointer Overflow) &4
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O DoS, 2L|Z(Sniffing), MM S10|XHZ (Session Hijacking), 232 (Spoofing)
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O wHIHEZS SHE0AM 2] 2ot
O RHIHEA &2

= Internet of things + pervasive computing
+ context awareness + intelligent services
+ multimedia + embedded + ...

O Hu}2lH (RFID)
= AP A Z2H0IHAI 25, |IXIF=E &t
O MAMUIESIA (sensor networks)

» dY RE 2, € 22 EHE 2> I

O elHIC|= A|2AE! (embedded systems)
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