M 10& 2lsA

. 09090909000 s
S 2= 0l=et LIANE A&

tII-ZSo:I
=

Tel: 970-6702
Email: jhpark1@snut.ac.kr



O

=2 U=

NN
NE AMEot= AlUt2l2
N 23 X.509

Of RHMEC L=
J|8F2 X (PKI; Public Key Infrastructure)

i

W\

0 = O O 0¥ Of
>r

O0OO0OO00O0 Q0
© W e re re re
J



10.1.1 2ISA

oSN e

0o QIEAE 2210t AlZGHEDI?
0 MR 6| 9IE MM X

0o X.509
m QIS A 222 2D[JF He|otE
MHIA RX

AU
2
1l
o
0l



0 B0 91 AISAOl BRI LS
m 0|S0ILt &~

= HE =4 ':OI el 2

m ] AFEC 2 I

Ol EJ| & (certification authority, certifying authority;
CA)S JHQl II12 CIXIE MOl Sl US

S = = 4lol 0 Ale2l A0ICH,
C



Ol et?

J| &

KIO

oJ




10.1.2 X.509

o ITU-T 212 X.509= LIFEL MBIAE E 2ot &
IO X500 Alel£2] et =

0 X.500 CIBE2| 0 Al ALSXHOIH MBS = Q1S At~
of PXE AH
m Ol Cd&ECE B USA HELZ 0| =% US

o2 QSN Hlle dzlglist AIs)22 Jied|lz M3
= AFEAS ST 2 EH US

i
=
Ol
ol
o
Ol
I=
HU
H
[
ul0
=l
0

o X.509= 33| IS A



10.1.3 QIS A E AIE0ot= AlUEI2L




(4) Eajas 2157

CIAIE MEo| &
=7 F(LSME

I;

E03

EHIMI\QI S

(&
op| A= Q57 EHIEC (
27 712 ABalAl CIAE NES
Azsi, ol 37l 719}
gitle g Folst)
32 10-1 9BV EdE

6)

ots=
o1

oHE|/\L uro| _._7H 5’|_.E_
HAIASE L=l
2ol A| &bleict

O|SaliA LAejA7F o7 Yezs Elis 0



H A

=
NE 2M=

==
S

MBIAE Ol
o|

Al &

=
— —

= o
o-—'
ol & &

ol _ K
=S I
KI<| &S
H = U
o) M &)
O




O

O

>

=

=1 ALCH
CHHFOE DFEOMK-I NI

A2l o=

101l ).



O
N
N

015 A 9| X

O
O3 Uy ofM o

O

oo Ju >z
i o

L

n ,Q|>>*

SE
/e—mail 2= M/TRY IT(60L

A
H=75

]

oln
]
02
)
[}

L0

= ES

-II:I ayael

=2 L O

& 10-2)0] 2tH U L



=M ACI S 2| e—mail @l
Al
Al

SAN S5

o] 5: » (A1) (o -Gi [Dong)

A:x (HLAHY) (o] — Hong)

E-mail $£4: x (& 2AH) (o) —— help@crosscert.com)

2f2: * (o] —— Kangnamgu, Seochogu)

AT x (o] — Seoul, Pusan)

27t * (o] — KR) | KR
FOSSWHS: * (o] —— 7205051025427) '—"= A=l
ZA2 2.

Az2rls A T x (o] —— 02-3019-5500)

H Jo
110 3o

o
0l1= UAIE IDE MS S=30= U JE30H =L L 0] §=
MY H2AZ2E ET5HH, CHE ALER SREA

of HA

== H5te| OAIE IDE B Al(Revoke), 2 &l(Renew)dt= G| Z

= #otel CAIE IDE =4

ZOL0F ErLICH K*EHE T oliA= 2ELCH
(R

= 2L




Y22 H EASE WS

O O

O

O O000 0O

Organization = KECA, Inc.

Organizational Unit = CrossCert Class 1 Consumer
Individual Subscriber CA

Organizational Unit = Terms of use at
WWW.crosscert.com/rpa (c)01

Organizational Unit = Authenticated by CrossCert
Organizational Unit = Member, VeriSign Trust Network
Organizational Unit = Persona Not Validated
Organizational Unit = Digital ID Class 1 — Netscape
Common Name = GilDong Hong

Email Address = gildong@novel.ac.kr
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KSOVDQSwgSW5jLIEFMBOGATUECXMWVmVyaVNpZ24gVHJ1c3QgTmV0d29yazEBMDoGA1UECxMzVGY
ybXMgb2YgdXNIIGFOIGhOdHBzOi8vd3d3LmNyb3NzY2VydC5jb20venBhIChjKTAXMTwwOgYDVQQDEzN
Dcm9zcONIcnQgQ2xhc3MgMSBDb25zdW1IciBJbmRpdmlkdWFsIFN1YnNjecmliZXIgQOEwWHhcNMDYxMjl0
MDAWMDAWWHhcNMDcwMjlyMjM10OTUSW]CCAVUxEzARBgNVBAoUCkKtFQOEsIEIuYy4xPDAGBgNVBAsSU
MONyb3NzQ2VydCBDbGFzcyAxIENvbnN1bWVyIEIuZGI2aWR1YWwgU3Vic2NyaWdIciBDQTEOMDIGA1UE
CxMrVGVybXMgb2YgdXNIIGFOIHd3dy5jcm9zc2NIcnQuY?29tL3JwYSAoYYkwMTEJMCEGATUECXxMaQXVO0
aGVudGljYXRIZCBieSBDcm9zcONIcnQxJzAIBgNVBAsTHk1IbWJlciwgVmVyaVNpZ24gVHJ1c3QgTmV0d?2
9yazEeMBWGATUECXMVUGVyYc29uYSBOb3QgVmFsaWRhdGVKMSYwWJAYDVQQLEXx1EaWdpdGFsIEIEIE
NsSYXNzIDEgLSBOZXRzY2FwWZTETMBEGA1UEAXMKVGFISWwgSmVVvbjEfMBOGCSaGSIb3DQEJARYQAG
laZW9uQGRadS5nYy5rcjCBnzANBgkahkiGOWOBAQEFAAOB]QAWGYKCgYEA4whHBeppbO/ZjFmgefxKh
KVEKTUSTBWJTubG+4hnQj67/nV1uTiXNdxrIMoHLXH6B+tUYUfT3taCHFx4|0su+I/gWPakzGVM4RbfkijFIW
yasOGpGw1AttLK84Bb8Ix05i72TDsGsQBA/4uhObiClbKskucVbsfs/mhBGDEFXmyMCAWEAAaOCAVQwg
aFQMAKGATUdEWQCMAAWbaYDVROfBGewZTBjoGGgX4ZdaHROcDovL29uc2I0ZWNybC5jcm9zc2NIicn
QuY29tLOtFQOFJbmMNDcm9zcONIcnRDbGFzczFDb25zdW1IckluZGI2aWR1YWxTdWJzY3JpYmVYyQOEVTG
FOZXNOQ1JMMIGsBgNVHSAEgaQwgatEwgZ4GC2CGSAGG+EUBBWEBMIGOMCgGCCsGAQUFBwWIBFhx
odHRwczovL3d3dy52ZXJpc2Iinbibjb20vQ1BTMGIGCCsGAQUFBWICMFYWFRYOVmVyaVNpZ24slEluYy4
wWAWIBARo9VmVyaVNpZ24ncyBDUFMgaW5jb3JwLiBieSByZWZIlcmVuY2UgbGlhYi4gbHRKLIACYyk5NyB
WZXJpU2InbjARBglghkgBhvhCAQEEBAMCB4AWEQYKYIZIAYb4RQEGCQQDAQH/MAOGCSaGSIb3DQE
BBAUAA4GBAGIQNr7YFsVO/FLHXrBDbgMImuZebMvcwRHAKNnDeuhlogPgb+iB/50f2ESGh5tkgPsSLg87
Z5HcAWWEP5SU8NISHKISIZjfBYSAS51KA/2nhB2yo2NCQSE/aY4Xan3Vi37aCPcpEVYVFQbF2fG2oprrg5x2
34gRVgMZ5feAlz7UeAE
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Certificate :
DATA :
Version : 3
SerialNumber : 17:ab:4a:84:7d:6¢c:15:8¢:79:4¢:2e:e8:28:26:7d:23:

=~ I —_— Signature Algorithm: md5WithRSAEncryption
O l — A_I O /\l- A-I I o I- LH E [ssguer 3 ¢ o
— C> O — O O=KECA, Inc., OU=VeriSign Trust Network, OU=Terms of use at https://www.crosscert.com/rpa (c)01,

CN=CrossCert Class 1 Consumer Individual Subscriber CA,

° - — va]ii:;tyB:efore : Dec 24 00:00:00 2006 UTC
O| S l- 1L A notAfter : Feb 22 23:59:50 2007 UTC
ertview of 1o oy

O=KECA, Inc., OU=CrossCert Class 1 Consumer Individual Subscriber CA, OU=Terms of use at
www.crosscert.com/rpa (c)01, OU=Authenticated by CrossCert, OU=Member, VeriSign Trust Network, OU=Persona Not
Validated, OU=Digital ID Class 1 - Netscape, CN=GilDong Hong, /[Email=gildong @ novel.ac.kr

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Modulus (1024 bit):
©3:08:47:05:ea:69:6c:ef:d9:8c:59:a0:79:fc:4a:84:a5:44:91:3b:
92:4¢:1c:09:4e:e6:06:b:88:67:42:3e:bb:fe:75:75:b9:38:97:35:
de:6b:20:ca:07:2d:71:fa:fa:d5:18:51:04:7:b5:a0:87:17:1e:08:
3a:ch:be:23:18:16:3d:29:33:19:53:38:45:b7:24:8a:31:65:5b:26:
ac:d(:6a:46:¢3:50:2d:bd:b2:beie0:16:Mc:23:1d:39:8b:bd:93:0e:
cl:ac:40:10:3f:e2:e8:de:6e:20:88:6¢:ab:24:b%:¢5:5b:b 1:b:3f:
9a:10:46:0f:a1:57:9b:23:

Exponent:
00:01:00:01:

X509v3 extensions:
%509 Basic Constraints:
CA:FALSE
PathLenConstraint:NULL
x509 CRL Distribution Points:
[0] dist-point :
[0] fullName :
[6] http:/fonsitecrl.crosseert.com/KECAlneCrossCertClass 1 Consumer Individual SubscriberCA/LatestCRL
x509 Certificate Policies:
policylD =2.16.840.1.113733.1.7.1.1
qualifier]D = pkix-id-qt CPSurl
qualifier = https://www.verisign.com/CPS
qualifier]D = pkix-id-qt UserNotice
qualifier :
organization : VeriSign, Ine.
noticeNumbers : 1,
explicitText : VeriSign's CPS incorp. by reference liab. ltd. (c)97 VeriSign
Netscape Cert Type:
SSL client, (0x80)
2.16.840.1.113733.1.6.9:
01:01:ff:

Signature Algorithm: md5WithRSAEncryption
68:90:36:be:d8:16:¢5:74:fc:52:¢7:5e:b0:43:6e:03:25:9a:
e6:5e:6cichide:cl:11:c0:2a:70:de:ba: 12:28:80:fa:9b:fa:
20:7f:e7:47:£6:11:21:al :26:d9:2a:3e:c4:8b:83:ce:d9:e4:
77:39:¢1:61:0f:e5:41:27:22:c1 :ca:f5:29:73:8d:£0:58:48:
02:75:28:0f:F6:9¢:10:76:ca:8d:8d:09:04:84:fd:a6:38:5¢:
a9:f7:56:2d:fb:a8:23:dc:a4:45:58:be:54:1b:17:67 :c6:da:
8a:6b:ae:0e:71:db:Te:20:45:58:0¢:67:97:de:00:8c:fb:51:
e0:04:



ASAHE Al LS

ot & (Version)
0 & S (Serial number)
oA Y 21elE AE XHSignature algorithm identifier)
oS Xt 0| S(Issuer name)
oR & J|2HPeriod of validity)
oA S X 0l & (Subject name)
oAS A 23| 2 (Subject's public—key information)
o2 S AY XH(Issuer unique identifier)
oA KA S A8 XHSubject unique identifier)
& &+ (Extensions)
oAl 2 (Signature)




O JIY el AISE 0 AesE SN E& &
ITU(International Telecommunication Union)L}

ISO(International Organization for Standardization) (il
N &otd Yz X.509 1=

O X.509= QIS MO &H/WE
SN L2 HECIAHOIA A



X.5092 Q1SN =R N F=

oA & OISA
s CXIE AMEe A0l &= &8

oLUXE ME 21cl8
" N & QASHU MEE Mol AZ0t=E L2l

oCXE AE =Xl
= KNS QIBAO B CIXE A 1 XHA



2 10-1 2IEMe 2 X509 AT 1072 B2l CIEALt tHE)
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17:ab:4a:84:7d.6¢c:15:8e.:79.4c:2e:e8:e8:26:7d.23.:

CIXIE MEe| g12lE

md5WithRSAENncryption

QUSAlQ| LAt

CrossCert Class 1 Consumer Individual Subscriber CA

w2 7|88 Al

Dec 24 00:00:00 2006 UTC

& 7|80 Z=

Feb 22 23:59:59 2007 UTC

37 719] AR}

GilDong Hong, /Email=gildong@novel ac_kr

S0 719 ZazlE

rsakncryption

S7M 7| 24|

IEN 72
X.509 L

RSA Public Key: (1024 bit)

Modulus (1024 bit):
e3:08:47:05:ea:69:6¢:ef:d9:8c:59:a0:79:fc:4a:84:a5:44:91:3b:
92:4c:i1¢:09:4e:e6:c6:fb:88:67:42:3e:bb:fe:75:75:h9:38:97:35:
dc:6b:20:ca:07:2d:71:fa:fa:d5:18:51:f4:f7:05:a0:87:17:1e:08:
3aichb:be:23:f8:16:3d:29:33:19:53:38:45:b7:€4:8a:31:65:5b:26:
ac.d0:6a:46:c3:50:2d:b4:b2:bc:e0:16:fc:23:1d:39:8b:bd:93:0e:
¢1:ac:40:10:3f:e2:e8:4¢:6€:20:88:6¢:ab:24:09:c5:5b:b1:fb: 3f:
9a:10:46:0f:a1:57:9b:23:

Exponent:
00:01:00:01:

S E=(R)

CIXIE M8 g1a|E

md5WithRSAEncryption

CIXIE M 28|

68:90:36:be:d8:16:c5:74:fc:52:c7:5e:b0:43:6e:03:25:9a:
eb:5e:6c:chideicti11:¢0:2a:70:detba:12:28:80:fa:9bfa:
20:7f:e7:47:16:11:21:a1:e6:d9:2a:3e:c4:8b:83:ce:d9:e4:
77:39:c1:61:0f:e5:41:27:22:c1:ca:f5:29:73:8d:f0:58:48:
0e:75:28:0f:16:9e:10:76:ca:8d:8d:09:04:84:fd.a6: 38:5e:
a9:f7:56:2d:th:a8:23:dc:ad:45:58:bc:54:1b:17:67:cb:da:
8a:6b:ae:0e:71:db:7e:20:45:58:0¢:67:97:de:00:8c:fh:51:
e0:04:
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10.3.1 2 31 J|EHPKI)

OI'J

I 31 J18F2 X (public—key infrastructure)
= D IS SUHO2 285D Soh FHE S AAO0IL A&

AreFo| E

O 2 Al RFC 2822(Internet Security Glossary) & =

o 0] 2Me= SIH3| JIBE2 X (PKI: Public-Key
Infrastructure)E BIHE LS AIAEN J|=0HA]
m LIAE OISAN MM, 22, M&, ti=s, Ha
H 228t otERNH, AZEAN, Ate, 32 & AXietd

X~ Ol
o_—
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o S2(Registration):

= CAJL ALZ X0 QIS ME 22510 T0jl ALZ KD}
(NYHOR =22 RAS Sl M)EZ2 CANIH Ko

O

-

fr By X

=
=

U toh

|O

gl Xt

H(Initialization):
0|AHE AIABIZS CHEGHA &=sot)| &0 J|BF
CHE 20 M&EE 212 &t 2 HE AL U
J1E &Xlol= A



PKIX 22| Jls

o 91Z=(Certification):

. CAJL AFZ2AH0IA AFE A SOH2IE 2= 0ot 2l
NE AMEX2e Z2I0|HE A|AEIH &HAF=10 A
Of H&ANH H&Hotes & Xt
o J| & £ (Key pair recovery):
m SO JIE O|20A /=25 SE & =20
S0|otH HdA4AQOl I|E AFEot= X0 =2I)t=s
A2, =39 J|IE2 &g = A= HALIS M3

12 I



PKIX 22| Jls

o I & AAI(Key pair update):

» BEJ M2 ZIINOZ UMD MES ASHE LS 20t
OF 2t

= YUS ABN REIIZ0 B2 MU ASAI FHAE B
ol ZRst =it

o H Xl 23 (Revocation request

)

= ABXSS ZH I ASNE AESHE ZE0 XAl BIY I
OIS NE HIXIGHO & AEO| 2
= HX 0RE
HOISITH BEHE UL H AEHDF MBI YL 01 0|
32 32 S
= 0l 220 HXES A5ts AR K= CAZ 5102 ASAE
NotES Q&s & US
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o WX} 21E(Cross certification):

HO| CA= mXoI=ES Qo 8

o= T

=0l2 8 CA10| C+2 CA20f
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PKIX 22| =& =

o222 Jlss=s= Ao oA S JHel CHAI Dt

Jtsget PKIX JHAl AFO[2] 22| Z2E=2= 82

m RFC 2510 2AX0AN= QIS A 22l ZEZEZ(CMP:
Certificate management protocol)2 &2

s RFC 27972 CMS #I0IA IS A 22l BIAIAIE &2

CMS= RFC 26300 &S OIAI Xl 22 (Cryptographic
message syntax)S LIEFHCE
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OIZSD| &2 & Mol ZIH 212 eI E &4
OtMGH Bt O Z IOl IIE O|2XHAH BEWHes, s &
2RIt AULE.
T 8tH 2 PKCS #12(Personal Information Exchange
Syntax Standard) #=
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0 2L

A= Q1S I120 S0 I
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S 00

= PKCS #10(Certification Request Syntax Standard)



SA HAI2H CRL

ool 9|9 BAl U £9 A

L O

= A E WXl (revoke)oH Al 253}

o JHe I Mtie 2t2elE D JANHE

Ng 8%

= E|Z SO2 QI 2010 JHel IS A

= 0I5 OI orH O IS A2 JIA Lh S 4
2 24O

=
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OIS A HXl ==(CRL)

o Certificate Revocation List (CRL)
m OIS )| &20| HAISH ClSN =

O HXSE OIS A2 &
J|20| CIAIE /H
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